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NIGB  

NIGB Office,  
Floor 5, 

Skipton House, 80 London Road,, 
London,  SE1 6LH. 

 
                              Tel: (020) 7004 1539  

Email: nigb@nhs.net 
 
 

 
07 November 2011 

Dear Secretary of State,  
 
I am pleased to attach a copy of our Annual Report for 2010/2011. 
 
The National Information Governance Board for Health and Social Care was established in 2008 under 
the Health and Social Care Act of that year and provides support for improvements in Information Govern-
ance practice, to monitor trends and to hold responsibility for the NHS and Social Care Record  
Guarantees. In addition, our Ethics and Confidentiality Committee administers and makes  
recommendations to you on the use of powers under Section 251 of the NHS Act 2006. This provides a 
legal mechanism for supporting essential use of patient identifiable information for a range of secondary 
uses including research and audit leading to service improvement and considerable public benefit. 
 
I am both honoured and pleased to have been given the challenge as the new Chair of NIGB taking over 
responsibility from my distinguished predecessor Mr Harry Cayton on 1 June 2011 until the abolition of 
NIGB on 31 March 2013. I must express my thanks and gratitude to him in leaving an important legacy in 
terms of an organisation providing essential advice and support in information governance. It continues to 
be our role to balance the needs of the public interest in the use of patient information for clinical research 
and service improvement with the need to maintain public confidence and trust in the security and confi-
dentiality of individuals’ personal information. 
 
The government’s transparency agenda outlined in the DH Information Revolution (including the commit-
ment to patients ‘No decision about me without me’),the provisions in the Health and Social Care Bill and 
the implementation of the Academy of Medical Sciences Review of research regulation have all put IG  
issues at the forefront of public and professional attention. In addition, the Information Commissioner’s 
Office has issued a specific warning to the NHS regarding the number of breaches of the Data Protection 
Act 1998 following a significant data loss in London. There have also been early examples of financial 
penalties imposed on local authorities under powers introduced this year for major breaches of data  
security involving highly sensitive personal information. 
 
At a time of considerable change in both health and social care NIGB has continued to offer advice and 
guidance to its Stakeholders and in particular a highly successful Workshop (summarised in this report) 
was held on 6 June 2010 with active participation by the Board and ECC members together with over 300 
IG Professionals. This meeting has enabled us to assess current needs and concerns of the IG commu-
nity and has helped in developing our strategy over the period of transfer of NIGB’s functions to the Care 
Quality Commission and other bodies.  
 
A range of important topics have emerged for the Board to consider during the year and these have  
included records management, IG training and use of the NHS IG Toolkit, consent for information sharing 
particularly at sector boundaries (health/social care/voluntary sector) and secondary uses of data. Regard-
ing the latter, the NIGB’s Ethics and Confidentiality Committee continues to provide an important  
mechanism through advising on Section 251 applications for the secondary use of data and I am pleased 
to report that over 90% of such applications are approved. Even so we are endeavouring to make the  
applications system more transparent, and now have a business improvement project in place to increase 
efficiency and reduce application processing times.  

Rt. Hon. Andrew Lansley CBE MP 
Secretary of State for Health 
Department of Health 
Richmond House 
79 Whitehall 
London SW1A 2NS 
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We continue to strongly advocate the more widespread use of the NHS number and have been  
consulted on the barriers to its use. We see this mechanism as a way of removing the need for the use 
of patient identifiable information with the inherent risk of disclosure and during the last year we have 
been pleased to see an improvement in NHS number utilisation. 
 
As a response to the current uncertainties that have arisen in IG management during the period of 
change in the health service, the Board, in collaboration with the Information Commissioner’s Office, the 
British Medical Association and the Academy of Medical Royal Colleges, has produced guidance ‘NHS 
organisational change and transition - Information Governance implications and issues’. It is our intention 
to continue to update this document as transition progresses to keep it relevant for our Stakeholders 
needs. 
 
I conclude by assuring you that I, and members of the Board, are fully committed to ensuring that our 
vital functions are transferred responsibly and effectively to the new authorities in due course and the 
expertise of the staff and the members are maintained as an important part of the IG infrastructure in  
future. 
 
Yours sincerely, 
 

 
 
 
 
 
 

Dame Fiona Caldicott 
Chair NIGB 

 

National Information Governance Board for Health an d Social Care 
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About the National Information Governance Board for  
Health and Social Care (NIGB) 
 
Why is there a National Information Governance Boar d? 
 
The National Information Governance Board for Health and Social Care (NIGB) was established in order 
to advise on the promotion of safe and secure use of patient information to support good practice in both 
clinical services, health service management, delivery of social care and medical research; the role of its 
Ethics and Confidentiality Committee ensures a sound legal basis for secondary use of confidential  
patient information without consent.  
 

Background 
  
The National Information Governance Board for Health and Social Care was established as a Statutory 
Advisory Non Departmental Public Body by the Health and Social Care Act 2008 in order to support  
improvements in information governance practice and to monitor relevant information governance trends 
in health and social care.  
 
A review of information governance in the Department of Health and the wider NHS conducted in 2005 
commented on the absence of a single co-ordinating body which, in the case of disagreements about 
interpretation of best practice or in the giving of advice, could provide a single authoritative voice. This 
recommendation was accepted by Ministers.  Thus, the NIGB and its Ethics and Confidentiality  
Committee (ECC) replaced a range of different bodies that were previously engaged in patient  
information governance roles. These included the Patient Information Advisory Group (PIAG), the Care 
Record Development Board (CRDB), the Security and Confidentiality Advisory Group (SCAG), the Office 
of National Statistics Advisory Group on Medical Research and NHS Connecting for Health’s  
Confidentiality Requirements Advisory Group (CRAG). The NIGB therefore constitutes an improvement 
and simplification of the advisory framework around information governance. 
 
The NIGB reviews and publishes the Care Record Guarantees for both the NHS and Social Care. 
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Composition and Structure of the NIGB 
 
The NIGB consists of a main Board which has a total of 21 members, plus additional advisors and  
observers.  The NIGB’s Ethics and Confidentiality Committee has sixteen members (three of whom are 
also NIGB members including the Chair).   
 
The NIGB can appoint up to eleven public members, including the Chair.  These are public  
appointments made by the Appointments Commission.   The Chair of the ECC is also a public member.   
Members are appointed for a term of up to four years and can be re-appointed for a further term at the 
discretion of the Chair.   
 
The representative members of NIGB are appointed by the Department of Health to represent  
relevant stakeholder organisations in the work of the Board. Currently the organisations represented 
are the: 
 
Allied Health Professions Federation 
NHS Confederation 
British Medical Association 
Academy of Medical Sciences  
Royal College of Nursing 
UK Council of Caldicott Guardians 
Association of Directors of Adult Social Services 
Local Government Association 
Independent Healthcare Advisory Services 
Academy of Medical Royal Colleges 
 
Additionally the NIGB has a number of corresponding advisors from other stakeholder organisations.  
 
Corresponding organisations are the: 
 
Royal College of Midwives 
General Medical Council  
Ministry of Defence 
Strategic Health Authority Chief Information Officer’s Council 
Medical Protection Society 
Information Standards Board for Health and Social Care 
Department for Education 
 

How does the NIGB fulfil its remit? 
 
In summary the major supporting functions of NIGB are: 
 
Providing advice and publishing guidance  - Stakeholder organisations represented at the NIGB are 
from both health and social care and in close consultation with these bodies, the NIGB provides  
leadership and promotes consistent and higher standards for information governance across both  
sectors. Recent published guidance includes: 
  

NIGB Position on Sharing Smartcards – October 2010 
Access to Health Records by Diagnostic Staff – May 2011 
 

Both of these can be found on the NIGB website at http://www.nigb.nhs.uk/pubs/guidance.  
 
Giving patients and the public a voice – Half of the membership of the NIGB is drawn from members 
of the public, appointed by the independent Appointments Commission after a public recruitment  
process. The public members ensure that the perspective of patients and the wider public is taken into 
account when the Board discusses or provides advice or guidance on governance matters. 
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Providing advice to care professionals - The NIGB provides advice on the interpretation of policies, 
guidelines and legislation relating to information governance. There are many policies, procedures,  
legislation and professional guidelines which relate to the use and sharing of patient and service user 
information.  Whilst the general principles are consistent there can be differences in the detail which 
can sometimes make it difficult for those providing care to be sure that they are acting appropriately.  
NHS and social care organisations will usually have information governance boards or committees or 
expert staff in place. The NIGB provides guidance in particular situations where local professionals feel 
unable to decide on the correct action. 

 
Providing advice to patients, service users and the  public  - The NIGB reviews the NHS and Social 
Care Record Guarantees for England. The NHS Care Record Guarantee was first published in 2005 
and sets out for patients how their information should be used so that their rights are protected and 
their health and wellbeing promoted. The most recent version was released in January 2011.  The 
NHS Care Record Guarantee is available at http://www.nigb.nhs.uk/guarantee. In October 2009 NIGB 
launched an equivalent guarantee for social care records, available at www.nigb.nhs.uk/screngland.  
 
Both Guarantees set out a summary of the legal and policy requirements organisations should meet 
and the best practice standards for the ethical use of personal and confidential information. The Social 
Care Record Guarantee has been supported or endorsed by the following organisations: 
 
Association of Directors of Adult Social Services 
Association of Directors of Children's Services 
Department for Education 
Local Government Association 
UK Council of Caldicott Guardians 
CAFCASS Children and Families Court Advisory and Support Service 
Information Commissioner 
11 Million (Children's Commissioner) 
General Social Care Council 
  
Non-compliance with the NHS Care Record Guarantee or the Social Care Record Guarantee could be 
used as the basis of a complaint; how patients can make a complaint about the use of their information 
is explained in the Guarantees.  Patients and service users contact the NIGB seeking advice.  
Wherever appropriate NIGB provides general advice but is unable to investigate individual complaints. 
 
Providing monitoring  and oversight - NHS organisations are required to assess their information 
governance performance annually using the Information Governance Toolkit (available at  
https://www.igt.connectingforhealth.nhs.uk). The NIGB advises on the content of the toolkit and has 
begun to use the annual returns to monitor information governance trends and issues more closely. 
The NIGB is also supporting work to increase the use of the toolkit within social care. New IT systems 
are continuing to be implemented in all NHS organisations in England either by individual organisations 
or through the NHS IT programme. The NIGB maintains an oversight, provides advice and guidance, 
and reviews access control frameworks.  
 
Similarly replacing or upgrading of systems is also happening within social care and the NIGB has  
provided advice when requested on the information governance implications of system changes. 
 
Providing links with other UK countries  - The devolution of government has led to differences in the 
way that healthcare and social care is delivered across the UK. The NIGB works closely with  
equivalent or similar bodies in Wales and Scotland and the devolved administrations send observers to 
NIGB meetings. 
 
Ensuring a consistent approach  - The Board has agreed a set of principles that it uses to promote a 
consistent approach to its decision making and the provision of advice and guidance.  
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Engaging with partners through consultation and bui lding strategic alliances – The Board has 
both formal and informal contact with a range of partners including patient groups, research  
organisations and professional bodies. The aim is to remain in touch on current and developing issues 
in information governance, to consider these at the Board and provide advice where appropriate. In 
particular NIGB has concluded Statements of Collaborative Working with National Voices, the  
Association of Medical Research Charities and the UK Council of Caldicott Guardians. 
 
The Board contributes to public consultations on issues of information governance and has responded 
to several such consultations over the last year. 
 
Details of all the Board’s responses to consultations are available on the NIGB website at  
http://www.nigb.nhs.uk/pubs/responses and more information on recent consultation responses is  
featured later in this report (pages 20-21). 
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Board Report  
 
The year under report has seen significant change at NIGB in the departure of the previous chair, 
Harry Cayton, and the appointment of Dame Fiona Caldicott as the incoming chair from 1 June 2011.  
Dame Fiona has paid tribute to the excellent contribution that her predecessor had made over many 
years to the importance of Information Governance and the need to balance the individual’s need for 
confidentiality with the secondary use of confidential patient information which is in the public interest.  
Dame Fiona joined NIGB at a key time of transition as a consequence of the Government’s Arms 
Length Body Review. 
 
The ALB review which was published in October 2010 indicated that NIGB functions would be split  
between the Care Quality Commission (CQC), the Department of Health (DH) and the proposed Health 
Research Regulatory Authority, and consequently abolition of the NIGB is a provision within the Health 
and Social Care Bill 2011 and will take effect on 31 March 2013. 
 
At the time of writing this report there is great awareness by the public and professionals that a large 
and significant number of changes were being proposed in the use of personal identifiable information 
in the NHS. As a result there were sufficient concerns raised by NIGB members for  the Chair to write 
to the Secretary of State in May 2011 to outline them.  These included responses to the provisions 
made in the Health and Social Care Bill 2011, the NHS Information Revolution consultation document 
and recommendations in the Academy of Medical Sciences Review of Research Regulation.   
 
The provisions of the Health and Social Care Bill, when enacted, would give the Department of Health 
and bodies such as the CQC, Monitor and the NHS Commissioning Board a right to demand any  
confidential patient information and a corresponding duty on NHS bodies to comply with these  
demands.  This would include the most sensitive mental health and sexual health information, which is 
usually of greatest concern to patients.  This will, the Board believes, unnecessarily increase the risk of 
a breakdown of trust between patients or service users and the NHS and social care bodies that care 
for and support them if these changes result in any inadvertent or malicious disclosure. 
 
The Information Revolution, whilst proposing to put patients in control of their records, also proposes a 
transparency agenda which presumes the free flow of patient data to a large number of information 
providers and analysts.  It is not clear to NIGB whether the intention is for these information providers 
only to use aggregated and thoroughly de-identified data or, as would appear to be the case, that  
identifiable patient information will be required.  Also, the nature and validity of consent is not  
articulated in the future vision of patient information flows and this is an important consideration for 
clarification at the outset.   
 
Currently there are checks and balances in the system provided in part by the Section 251 advisory 
approvals process overseen by the NIGB’s Ethics and Confidentiality Committee, which gives an  
independent view, and ensures that any risks to patient confidentiality are considered alongside the 
public interest test in using patient information without consent.  It seems as if there is a risk that such 
a mechanism will be absent in future and this could again lead to the undermining of patient trust.  
These reservations have been shared by many of the NIGB’s Stakeholders including the British  
Medical Association (BMA).   
 
The Academy of Medical Sciences Review of Research Regulation in the UK was published in January 
2011.  The Board were not opposed in principle for the need to streamline the regulatory process to 
benefit the research community.  However, the Board was disappointed that there was insufficient  
focus in the report on the patients’ view and it has often been cited that patients are not opposed to the 
use of their information but they would wish to be informed of its use.  Insufficient consideration had 
been given to patients as partners in research and improving overall public engagement and better  
informing them of the benefits of research. 
 
 



 10 

In addition, the Board were disappointed to see that the report failed to recognise the value of the  
proposal to create ‘Honest Brokers’ including within the context of the DH Research Capability  
Programme.  The NIGB had been actively engaged in developing the concept as reported last year and 
this could provide a safe ,secure and technically competent basis for the secondary uses of patient 
identifiable information for research. 
 
Another issue that was a recurring theme during the year was the topic of Serious Incidents reporting.  
It has been recognised by the Board that there needs to be improved standards of compliance and 
greater consistency in such reporting.  It is not at all clear that the incident reporting grading system is 
used in a way that allows for comparisons between incidents to be made.  There is a view that there are 
insufficient channels of information about SIs so that any lessons learned through such incidents can be 
shared to everyone’s benefit and improve Information Governance practice.  In addition, the Board is of 
the opinion that patients should be informed of all incidents involving their own information and that 
‘consideration should be given to informing patients’ is an insufficient requirement in current guidance.   
 
Since inception the NIGB has carried the responsibility for revising both the NHS and Social Care  
Record Guarantees as appropriate.  This is not necessarily an annual commitment and consultation 
takes place before any decision on revising the Guarantees is taken.  In the past year there has been 
sufficient change in the approach to informatics provision in the health service, with a more  
decentralised policy introduced, that a revision of the NHS Care Record Guarantee was seen as both 
necessary and timely to reflect current practices.  Consequently, a revised version of the NHS Care  
Record Guarantee was published in January 2011 (version 5).  A decision was taken not to revise the 
Social Care Record Guarantee as it had only been produced more recently and was still up to date.    
 
Another significant development has been the introduction by the ICO of new powers to fine  
organisations for breaches of the Data Protection Act 1998 and this has had an early impact in both 
health and social care.  Indeed the ICO felt it necessary to issue a warning to NHS organisations in July 
2011.  Christopher Graham, Information Commissioner, was quoted as saying about the NHS ‘The  
security of data remains a systemic problem, the policies and procedures may already be in place, but 
the fact is that they are not being followed on the ground’.  The Board had been particularly concerned 
over the need to maintain information governance policy and practices during the current period of  
transition and has developed transitional guidance in collaboration with the ICO, BMA and Royal  
College of GPs (RCGP). 
 
There has been much consideration by the Board over the capacity of parents to opt their child out of 
having a Summary Care Record.  Discussions have taken place with Dr Sheila Shribman, National 
Clinical Director for Children, Young People and Maternity, Department of Health.  The outcome of this 
was a recommendation that it is the GP who should be ultimately responsible for determining whether it 
is in a child’s best interest to have a Summary Care Record.  However, in some cases, health visitors 
may be in the best position to make this decision for some children. 
 
In previous reports, the NIGB had indicated that it strongly supports the wide scale use of NHS  
numbers and seeks to promote their implementation.  This particularly relates to the increasing ability to 
use pseudonymised data for secondary purposes in particular.  Although it is gratifying to report that 
use of the NHS number is on the increase there are still applications received for Section 251 support 
citing the lack of universality of the NHS number  as the reason for requiring the use of patient  
identifiable information for secondary uses. 
 
As a result of an approach from Professor Gifford Batstone (National Clinical Lead for Pathology, NHS 
Connecting for Health) the Board agreed to the establishment of a Diagnostic Tests Working Group.  
This was in order to formulate guidance for the appropriate use of patient information within the wider 
care team including Pathologists and Radiologists.  The published guidance Access to Health  
Records by Diagnostic Staff  (available at http://www.nigb.nhs.uk/pubs/guidance) is intended for both 
patients and professionals and seeks to clarify expectations on the sharing of information appropriately 
to support  patient care.   
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Another matter that was brought to the attention of the Board is the increasing use of medical electronic 
patient record log books and portfolios, and the information governance implications raised by  
representatives of the Royal College of Surgeons, Edinburgh.  The Board has acknowledged that this is a 
generic issue across all professional bodies and not related to just one organisation.  The Board  
appreciated the role that Royal Colleges play in managing information to ensure that there is effective 
oversight of professional standards.  Even so, there were concerns expressed over the legal basis for the 
use of patient identifiable information via the novel ways that healthcare professionals are using  
information technologies to support their role.  In particular it was the view of the Board that wherever 
practicable anonymised information should be used when transferred to third parties for quality assurance 
purposes. 
 
The Common Assessment Framework project team for the Department of Health presented plans for a 
citizen portal for accessing information and the Board supported the aims of the project.  It was  
recommended that the portal had the same level of user authentication as that previously agreed with 
Healthspace and it was important to ensure that users were given guidance over the need to create strong 
passwords for access.  In addition, there was a need for greater consideration on the operation of the  
portal in the context of more complex patient relationships, for example, impaired capacity and Power of 
Attorney, and the extent of access given under these circumstances.   
 
An important development in data handling in primary care has been the emergence of SystmOne, a  
centralised clinical system that provides a complete management system including electronic patient  
records, appointment bookings and other functionalities. The Board discussed and commented upon the  
information sharing model being proposed.  In short, there were concerns raised on several aspects of the 
system: 

· The potential sensitivity of information held in free text and sharing this within the  
information pool and disclosed to professionals without consent to view; 

· A question over whether the system complied with Role based Access Controls, although 
an audit trail is available to record viewing and amending records; 

· Information leaflets should be consistent with literature circulated already regarding the  
Summary Care Record; and 

· The proposed piloting presented to the Board at 4 months duration was considered to be a 
short period in which to iron out any problems with the system. 

 
Following a recommendation from the Ethics and Confidentiality Committee prompted by an increase in 
Section 251 applications for large research databases a working group was established to assess the 
need for specific guidance on good practice in the establishment of research databases using patient 
identifiable information.  A series of proposals were being developed as a result of this work.  A fuller  
report is given in the Our Work 2010/11 section. 
 
A highlight of the year was the NIGB Collaborative Workshop on 6 June 2011 held at the Friends House in 
central London and supported by Apira who we must take this opportunity to thank for their administrative 
support.  There were over 300 attendees comprising mostly IG Professionals from health and social care 
as well as a range of stakeholders.  The event was also actively supported by the attendance of many 
NIGB and ECC members.  The objectives of the workshop were to provide a forum for Information  
Governance professionals to discuss current trends in Information Governance policy and practice  
particularly important in light of the significant changes already mentioned, that were taking place in the 
NHS and local government.  Although the primary aim of the workshop was to enable Information  
Governance Managers to identify and discuss current trends and issues in relation to the proposed 
changes, it was also to assist the NIGB in developing its priorities and work plan for the transition period.   
 
In conclusion, as can be seen from the above, the NIGB has remained and continues to be extremely  
active and fully engaged in the emerging and recurrent Information Governance issues for the next period 
up to transfer of responsibilities in March 2013.  Over the forthcoming transition period it is our goal to  
ensure that the experience and expertise of NIGB continues to be maintained in its new organisational 
structures and remains of considerable benefit to all of our stakeholders. 
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Ethics and Confidentiality Committee report 
The Committee does not provide a regulatory function, but fulfils an advisory and supportive role in  
legitimising essential activities through the Section 251 applications process, within the framework of the 
current legislation. In order to advise the Secretary of State for Health on whether a recommendation of 
support should be provided, the Committee must be satisfied that the minimum threshold of the statutory 
requirements are met. 
 

1. Commissioning  

The Committee has received a number of applications to provide patient identifiable data to NHS  
commissioners for payment purposes. Currently pseudonymised or de-identified data have been used to 
achieve these commissioning activities, and it was considered that this represented a fundamental 
change to current data sharing arrangements.   
 
The Committee agreed it was entirely proper that payments should be allocated correctly and that the 
system of payment by results was an acceptable  component of healthcare commissioning and  
recognised this as a benefit.  
 
The view was that there was insufficient justification for a substantial change to current practice in using 
patient identifiable data as opposed to the existing system of using pseudonymised data.   Indeed this 
was felt to be a retrograde step in information governance terms, where data flows should be moving  
towards using pseudonymised data for commissioning and other secondary purposes and therefore  
robust justification was needed to warrant this change.  
 
The Committee advised on a number of aspects that would need to be considered and expressed the 
need to work in partnership with users to find acceptable solutions. 

 

2. Research Capability Programme pilots 

The Committee approved an application from the Department of Health for a series of pilots to act as an 
Honest Broker through acquiring clinical, demographic and lifestyle data from data sources that routinely 
collected data, and providing anonymised information for specific research projects.  
 
The application provided a high level of information governance compliance and awareness and  
significant patient engagement as part of development of the programme, and the Committee strongly 
welcomed this as a positive step for research activities. In supporting this application, the Committee 
agreed that a pilot should be carried out to cover opt-out of the whole pilot activity, in order to inform  
future similar applications. 
 

3. Flow of patient identifiable data from the NHS i nto a  
commercial environment acting in partnership with a  PCT 
(Experian) 
 

Following an increase in applications where there have been proposed partnerships between PCTs and 
commercial companies, the Committee has identified a number of themes to be mindful of when sharing 
identifiable information. It was considered important to ensure equivalent confidentiality and governance 
standards to those in the NHS when working with commercial providers. This should be evidenced in  
appropriate contractual agreements and due to the sensitive nature of information to be shared,  
significant efforts should be made to inform the relevant population of the activity.  
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Other aspects: 
 

1) a detailed consideration of the Academy of Medical Sciences Review of Research Regulation 

· The core principles stated in the report should have included the need to preserve 
public trust in healthcare professionals and in the NHS organizations where they 
work; 

· There was no acknowledgement that the healthcare professional disclosing the data 
would be bearing the liability and risk in disclosure, and not the recipient; 

· A need to ensure that the requirement to maintain the balance between the rights to 
personal privacy and the public good from research goes forward into the new  
decision taking processes within the proposed research regulator in line with the  
Human Rights Act; 

· Recognition is needed that the public support research, but they want to know what 
information is being used for, as consultations have demonstrated that they want to 
be asked for their permission; and 

· A concern over the future mechanism for non-research Section 251 approvals as it is 
these applications that typically involve extensive collection of national data for  
wide-ranging purposes. 

  
 

2) An email announcement requesting applications for membership of NIGB’s Ethics and  
Confidentiality Committee was circulated widely and also posted on the NIGB website in mid 
October 2010. Normal press advertising of the vacancies was not permitted under government 
expenditure restrictions. 

    Over forty applications for membership were received and were considered by an Interview 
Panel at a short-listing meeting in November 2010. An Interview Panel including an  
Appointments Commission approved Independent Assessor appointed Dr Jane Kaye, Dr Colin 
Harper and Professor Julia Hippisley-Cox. 
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Our Business in 2010/11 
 

NIGB Members Awareness (Stakeholders) Meeting Octob er 2010 
 
The NIGB recognises that patients and the public have a multiplicity of cultural backgrounds and  
consequently there is a wide diversity of views between population groups but also between the  
individuals within these groups. The purpose of this annual event is to enhance the understanding of 
the public members of the Board (representative members were also involved) about information  
governance related issues that are of particular concern to patients and the public and to gain an  
insight into the heterogeneity of perspectives and views. 
 
At this meeting two particular issues were explored – consent in the context of information sharing 
across care sector boundaries and consent for the use of information in research. Invited guests  
included Sir Nick Partridge and Sarah Buckland from INVOLVE, Liam Condrun from Age UK  
Northamptonshire, Anne Meader and Richard Allen from the Common Assessment Framework  
programme, Sue McEwen from NHS Northampton and a range of other patient representatives (Adrian 
Ball, David Wainwright, Yvonne Bennett). 
 
Major Points: 
 
1. Care  
 
1.1 Patients having a say in the control of their own information was seen as the key to gaining trust in 
how it is used by professionals. 
 
1.2  There needs to be some provision made to train patients in basic IT skills to enable them to  
participate fully in the information revolution and alternatives found for those who do not. 
 
1.3 The use of patient controlled passwords for access to information was seen as a favourable  
development.  
 
1.4 There are benefits to patients in having a passport of core information both for the patient and  
professionals. It was often the case that the limited contact time with professionals was spent in  
repeating answers to basic questions and these responses were rarely shared appropriately.  
Incompatibility of systems was cited as one reason for this. 
 
1.5 There was recognition that a particular issue arises in information management involving carers. 
There are often very sensitive matters that need to be recorded as relevant to meeting the carer’s 
needs that would harm the carer/patient relationship if disclosed to the patient, for example, the true 
nature of the level of independence/dependence the patient has. This often means that carers are not 
completely honest with professionals because of fears that this will be inadvertently disclosed to the 
patient. 
 
1.6 The increasing role of Voluntary Organisations in social care has led to demands from PCTs/  
Service Commissioners for identifiable information about patients as part of contractual obligations  
often related to evaluation and audit (sometimes financial). This is difficult to reconcile with  
confidentiality and means that both the validity of consent and respecting dissent become all the more 
important. The use of aggregate anonymised data should be encouraged for administrative purposes. 
 
1.7 Many Voluntary Organisations have more accurate and up to date information than that held by 
government agencies and there needs to be more recognition of their essential role in this respect.  
 
1.8 There needs to be greater recognition of the requirement to move away from reliance on implied 
patient consent for sharing information. Individual patients should know more about the possible points 
of contact with professionals during an episode of care and how their consent is recorded. 
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1.9  A strong view was expressed that the GP is the custodian of the patient record and this  
responsibility should not be blurred.  
 
2 Research  
 
2.1 Although the vast majority of patients recognise the value of research there is a diversity of opinion 
amongst patients often related to social and cultural issues.  
 
2.2 Equally there are diverse attitudes in regard to involvement in research and this diversity needs to 
be respected. 
 
2.3 There is in most cases a low level of recognition of what research is being undertaken using patient 
identifiable information and there is public support in a general sense but this is not unconditional. 
Whilst supportive of research, patients would like to be asked whether their information can be used for 
research purposes. 
 
2.4 It was agreed that Researchers have a good grasp of the need for confidentiality in handling data 
but less expertise in the area of consent and patient requirements to gain their trust. Patients expect to 
know how and for how long their information will be used and stored by researchers.  
 
2.5 It was felt that any approach to a patient for involvement in research should come from the GP or a 
direct member of the clinical care team. A letter out of the blue to a patient from a researcher or  
pharmaceutical company was seen as unacceptable practice. 
 
2.6 An important aspect of effective patient engagement with a research programme was to ensure 
that this is within the context of a local care setting, e.g. the Salford area diabetes care research group. 
This leads to a greater feeling of involvement and builds trust. 
 
 2.7 Another essential aspect of patient engagement should be an initial discussion with patients as to 
what they would see as priorities for research and which research outcomes would have the biggest 
impact on their own care and quality of life. 
 
2.8 There was a view that models of patient consent should be less varied between research groups 
and more uniform across health research generally. The process of obtaining consent should be less 
complex for patients.  

 
3 NIGB Position on the sharing of Smartcards 
 
The Board had raised concerns over the sharing of Smartcards between NHS staff and the implication 
that this might have for claims of clinical negligence and the overall position in terms of clinical  
governance.  Following consultation with the Medical Protection Society, the General Medical Council 
and the Nursing and Midwifery Council the Board made the following recommendations: 
 
3.1 The NIGB recommends that the sharing of smartcards is prohibited. 
 
3.2 The NIGB recommends to NHS CFH that the current situation be reviewed so that any work  
required to address technical issues leading to Smartcard misuse is prioritised. 
 
3.3 The NIGB proposes that sanctions should be available for the sharing of Smartcards where there is 
no or limited justification.  Such exceptional circumstances, e.g. where there are patient safety  
considerations, should be authorised by the relevant organisation and where this is necessary such 
organisations should seek remedy for the underlying technical problems as a matter of urgency. 
 
3.4 The NIGB recommends to the professional regulators and the Commission for Healthcare  
Regulatory Excellence that the approaches with regard to Smartcard misuse taken by the Nursing and 
Midwifery Council and the police should be adopted as good practice (The Nursing and Midwifery 
Council and the police stipulate that sharing Smartcards is a disciplinary offence). 
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3.5 PCTs currently provide Registration Authority services for both their own staff and other NHS  
providers and Local Authorities in their area to manage the access  controls for systems such as the 
spine . The issue of how Registration Authority functions should be provided in the new environment is 
yet to be clarified. However, the NIGB has received reports that this is already giving rise to significant 
issues for both independent sector bodies and local authorities who are struggling to obtain  
smartcards and the relevant access permissions for their staff. This issue has been highlighted as  
becoming an increasingly serious issue for the independent sector. The NIGB Office is in discussion 
with NHS Connecting for Health about the management of the changes both to Registration Authority 
services and to Role Based Access Controls. Further advice or guidance may be issued on this. 
 
4 NIGB discussions on the proposed framework for Ho nest Brokers 
 
Malcolm Oswald, Project Manager for Honest Brokers Privacy Impact Assessment, NHS Information 
Centre (IC) and Peter Knight, Group Programme Director, Research Capability Programme (RCP), 
Department of Health, sought the Board’s advice and guidance on a proposed framework for Honest 
Brokers as part of a privacy impact assessment (PIA) consultation. This consultation with over 40  
organisations would close on 27 September. The role of an honest broker would be to process  
confidential patient data to check its accuracy, link data obtained from multiple sources and then  
de-identify it prior to making it available in anonymised form to others for a range of purposes, e.g. to  
support commissioning or medical research. Whilst much of this processing would be automated, 
some of the processing would have to be undertaken by individuals working for the honest broker, 
who would therefore need access to patient information. Members were informed that the IC and the 
RCP were seeking honest broker status. It was expected that honest broker status would be restricted 
to a small number of organisations with a secure infrastructure and strong governance controls in  
order to protect patient confidentiality and provide a cost effective service.  
 
The Board strongly supported the concept of honest broker and commented that the project needed to 
set out clearly that there were technical aspects which were unresolved but that the purpose of this 
initial consultation was to focus on the main issues and that further consultation would be undertaken 
as this work progressed.  Concerns were expressed from the Board in the following areas: 
 
4.1 The number of honest brokers and whether there would be both national and local honest broker 
services. 
  
4.2 Whether honest brokers would be public or private sector organisations. 
 
4.3 The financial arrangements for honest brokers and whether overseas companies could tender to 
be an honest broker. 
 
4.4 The independence of honest brokers and potential conflicts of interest. 
 
4.5 The management of linked data, when the original data would be destroyed, how duplication 
would be reduced, the need to re-link the same data for a different study, and whether this would be 
done on a case by case basis. 
 
4.6 The capability of honest broker organisations having the right statistical, technical and academic 
expertise and the potential to progress standards and minimise access to particularly sensitive clinical 
data. 
 
4.7 IG standards for honest brokers needed to be in excess of the current IG toolkit standards in order 
to provide the public with assurance about the security and confidentiality of the information. 
 
4.8 Clarity on the criteria each organisation must meet in order to be approved as an honest broker. 
 
4.9 Whether new legal powers were required and to what extent these would impact on section 251 of 
the NHS Act 2006. 
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5 Research Database Working Group Report and Recomm endations 
 

5.1 In October 2009, the Ethics and Confidentiality Committee (ECC) of the National Information  
Governance Board for Health and Social Care (NIGB) reported an increase in the number of  
applications for section 251 of NHS Act 2006 support received from clinicians and academic  
departments to establish research databases using identifiable patient information to the NIGB. The 
ECC also reported an increase in the number of requests to Research Ethics Committees (RECs) to 
give ‘secondary permission’ to third party researchers to access data held in such databases. 

  
5.2 Following a recommendation by the ECC, the NIGB established a working group to assess the 
need for specific guidance on good practice in the area and, in particular, to consider the issues raised 
by access to such resources by third party researchers. From February to August 2010 this group  
reviewed the position of research databases within the existing policy context and regulatory  
governance framework for research. It held three informal meetings to gather information from a range 
of invited stakeholders. This report is the result of that work. 

 
5.3 This report addresses the following topics: 

 
· Defining a research database; 
· Contextual and strategic issues raised by the nature and scope of research  

databases; 
· Operational issues in establishing and maintaining research databases and providing 

‘third party’ access to research databases; and 
· Specific information governance issues for further consultation and consideration.  

 
5.4 This report recommends that guidance be produced for research databases in collaboration with 
relevant stakeholders. Research databases are a valuable resource for medical research in the UK. 
High quality guidance would make a positive contribution to facilitating medical research through: 
 

· Disseminating existing good practice in the area; 
· Making valuable datasets more widely available to researchers; 
· Ensuring that databases and use of patient data is lawful; 
· Ensuring public support for medical research is maintained; and 
· Improving the quality of applications to review bodies. 

 
6 Guidance on Identifying and contacting patients f or medical research  
 
One of the challenges faced by researchers is how appropriate people can be identified so that their 
consent can be sought either to participate in a research study directly or for the use of their tissue or 
confidential health information for medical research.   The following advice is intended to clarify: 
  

· The circumstances where support under Section 251 is needed to use confidential  
patient information to identify and contact relevant individuals;  

· How individuals might be identified and contacted without needing support under  
Section 251; and  

· Under what conditions the NIGB’s Ethics and Confidentiality Committee (ECC) would 
be able to support the use of confidential patient information prior to obtaining consent. 
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Points to consider: 
 
6.1 Is there a non-NHS source that could be used to obtain names and addresses to contact people?  
 
6.2 Is it possible to obtain a pseudonymised data set to enable individuals to be   
selected without them being identified outside the clinical team holding the records? Could the NHS 
CFH Secondary Uses Service be used for this purpose? Letters can then be sent out by the clinical 
team and individuals contacted without any need to divulge confidential information to the researchers 
prior to consent being obtained.  
 
6.3 Is it possible for those who have a legitimate relationship with the potential   
research subjects to do the identification and contacting? Could resources be made available for this 
purpose?  
 
6.4 Is it practicable for those holding the information to seek consent from a wider  
group of potential research subjects for the limited purpose of cohort selection? i.e. consent for the 
disclosure of confidential information to allow the researcher to identify the cohort.  
 
6.5 Are there significant data bias issues related to seeking consent which should  
be considered by the Committee? 
 

Preparation and launch of Version 5 of the NHS Care  Record 
Guarantee (January 2011) 
 
Following a period of Stakeholder consultation a small sub group of the Board was established to 
make recommendations on changes to the NHS Care Record Guarantee. Although not obliged to 
make annual changes the Board had agreed that sufficient changes were now necessary to warrant 
the preparation of a new edition.  The major changes included: 
 

· Addition of the NHS commitment to privacy and confidentiality as set out in the NHS  
Constitution for England 2010;  

· Removal of reference to the national care record service to reflect the move away from a 
central to a locally managed model;  

· Addition of local organisations’ responsibility for ensuring confidentiality and privacy and 
how to find out more about local arrangements for adhering to the CRG;  

· Inclusion of the Government’s intention to give patients control of their health records over 
time (Equity and Excellence: Liberating the NHS 2010);  

· Further reference to the role research plays in the NHS;  
· Clarification of the rights in law that provide protection of privacy and confidentiality;  
· Addition of wording to reflect that all organisations providing care on behalf of the NHS are 

subject to the same strict policies and controls and the mechanisms by which this is done;  
· Further clarification of the arrangements that are in place for ensuring appropriate access 

controls for clinical records;  
· Further clarification of the audit functionality that is available in newer electronic record  

systems;  
· Description of what action may be taken if an individual is found to have inappropriately  

accessed a patient’s record; and 
· Reference to the NIGB and not the ECC for Section 251 approvals.  

 
The new version of the NHS Care Record Guarantee can be downloaded from  
http://www.nigb.nhs.uk/nhscrg5.  Printed copies can be ordered from http://www.orderline.dh.gov.uk 
(search for product code 4713). 
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Highlights of the NIGB IG Collaborative Workshop  
 
NIGB hosted a collaborative information governance workshop on 6 June 2011.  NIGB’s former Chair, 
Harry Cayton, gave an overview of information governance challenges of the past and future,  
highlighting the need to strike a balance between using patient data to improve patient care through 
audit and research and ensuring confidentiality through informed consent.  He also noted a lack of  
consideration of consent issues in new government proposals and questioned the status of data  
custodians in commissioning consortia. 
 
Presentations were given by speakers from the Department of Health, Care Quality Commission,  
Information Commissioner’s Office, Information Standards Board, NIGB, local government and local 
NHS organizations. Topics included records management, pseudonymisation for secondary uses,  
information sharing and consent, information governance awareness and training.  Feedback from  
attendees identified issues and areas for possible development of advice and guidance by NIGB and 
comments which will inform planning of future NIGB events. Details of the workshop and presentations 
can be found on the NIGB website at http://www.nigb.nhs.uk/events/workshop11.   
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
July 2011 Board Strategy Day 
 
The Board’s annual Strategy Day was held in July 2011 at the Academy of Medical Sciences.  This 
was the first meeting since the change of Chair and included updates on the Business Strategy,  
outcomes of the Information Governance Collaborative Workshop, responses to the government’s  
Information Revolution consultation and implications of the Health and Social Care Bill for information 
governance.  There was also a group session in which the Board discussed key factors affecting good 
information governance in health and in social care and identified priority areas of work for the  
forthcoming year. 
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NIGB Work Plan 2011 – 2013 
 
In the period covered by this report, the NIGB developed a work plan which sets out activities under 
three different priority areas the Board will be undertaking in the period 2011 – 2013. The priority  
areas are Business continuity; Transition Planning; and ECC Improvement Project. A Communications 
Strategy underpins these areas and their associated activities as an integral element to the Plan. The 
priority areas ensure that the NIGB and its ECC continue to deliver on their statutory functions,  
prepare for transition and improve services.  
 
The Board and ECC Strategy Days held on the 20th July and 27th July respectively proved instrumental 
in refining and developing the Work Plan.  Members’ input and support proved invaluable for which the 
Office is extremely grateful.  
 
To date, the Office has worked to deliver on certain activities which are highlighted in the plan. For  
example,  a revised NIGB Terms of Reference was signed off at the September Board meeting; a 
Communications Plan supported by stakeholder engagement planning has been developed and  
enabled the Office to build on already strong relationships through a more targeted and tailored  
approach. This will also prove essential to all transition planning in advance of 2013. Another notable 
achievement has been the redevelopment of the NIGB website which will continue to provide  
invaluable and current guidance and advice to the health and social care professionals in England and 
Wales. 
 
The ECC Improvement Project was launched at the ECC Strategy Day in July entitled ‘in context of 
2013’ which proved extremely productive. The need to improve the application process for section 251 
support has to be matched with capturing the knowledge and expertise of ECC Members to ensure 
ECC not only articulates what it does but also has a clearly defined and unique selling point that can 
be presented as a credible solution or product to its User community. 
 
Members identified the following four development areas which have been established and worked 
through by Task and Finish Groups reporting to the Project Executive Board: Principles; Develop  
practice and guidance; Process control; and Criteria/algorithm. Task and Finish Groups are still  
working on these four areas by the time of publication of this report.  Regular updates will be available 
on the NIGB Newsletter and a summary of the outcomes included in the next annual report.  
 

Responses to Consultations – November 2010 to Octob er 2011  
 
Since publication of the last annual report in November 2010, NIGB has responded to ten public  
consultations, as follows: 

· January 2011 – Department of Health Liberating the NHS White Paper consultation on the 
Information Revolution; 

· January 2011 - Department of Health Liberating the NHS White Paper consultation on 
Greater Choice and Control; 

· January 2011- Information Commissioner’s Office consultation on its Data Sharing Code of 
Practice 

· January 2011 – NHS Constitution whistle blowing consultation; 
· March 2011 – Department of Health consultation on Healthy Lives, Healthy People; 
· July 2011 – Application and Review Procedures for Access to the UK Biobank Resource; 
· August 2011 – Information Commissioner’s Office consultation on its Information Rights 

Strategy; 
· August 2011 – NHS Information Centre consultation on National Adult Social Care Data  

Developments; 
· October 2011 - Cabinet Office consultation on Making Open Data Real; and 
· October 2011 - Ministry of Justice consultation on its Public Bodies Bill. 
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Key highlights of each response are summarised below.  The full text of each response can be found 
on the NIGB website at www.nigb.nhs.uk/pubs/responses.  
 
To the consultation on the Information Revolution, NIGB responded that the principal change required 
with respect to information in health and adult social care is to the culture and attitudes surrounding 
consent.  NIGB also requested greater clarification on the use of pseudonymisation, particularly  
relating to the NHS Number and consent, in line with the principle of “no decision about me, without 
me”, and agreed that changes to the ways in which different forms of data are collected and linked are 
important. 
 
To the consultation on Greater Choice and Control, NIGB responded that the choice of “any willing 
provider” is less important than ensuring that all possible providers work to a suitable standard of  
information governance, that this is embedded in contracts and agreements, and that clarity on the 
role of the patient’s GP as primary Data Controller and lead responsible person for maintaining the 
patient’s health record is shared by all agencies involved in the integrated care of patients. 
 
To the ICO consultation on data sharing, NIGB agreed that the code strikes the right balance between 
recognising the benefits of sharing personal data and the need to protect it, but requested more detail 
on legal requirements relating to public, private and third sector data sharing; ad hoc data sharing  
requests; situations where data is shared as a result of a merger or acquisition; disclosure of  
confidential patient information to central bodies such as the NHS Information Centre or Care Quality 
Commission; and the ICO’s own advisory functions. 
 
To the NHS Consultation whistle blowing consultation, NIGB highlighted a need to encourage staff to 
raise concerns relating to failure to seek consent or systemic information governance failures, and 
recommended that the expectation on staff to raise concerns should be strengthened to a duty to  
report concerns.  
 
On the “Healthy Lives, Healthy People” consultation, covering public health strategy, funding,  
commissioning and outcomes, NIGB raised concerns that little or no consideration had been given to 
information governance in the proposals, particularly in relation to protection of sensitive information 
in the context of cross-sector partnership work. It recommended de-identification of data wherever 
possible, particularly where data is used for secondary purposes.  NIGB noted that some social care 
organisations now use the NHS number to support pseudonymisation of data, and encouraged  
others, mainly local authorities, to do the same. 
 
Concerns were also raised by NIGB around procedures for access to the UK Biobank data resource, 
in particular around the need for clarity and transparency of governance, improved levels of  
participant engagement, and sanctions to be imposed for any breach of confidentiality by users.  
NIGB was concerned at the introduction of a fee for access (even though acknowledging the case for 
cost recovery) on the basis that this would constitute a de facto barrier to access, not based on  
scientific quality and not in line with the spirit of applicable regulations on re-using public sector  
information. 
 
NIGB agreed in principle with the ICO’s Information Rights Strategy, but suggested it might benefit 
from a statement promoting and supporting an integrated and consistent legislative and policy  
approach to information rights, to take account of where different legal provisions intersect and  
overlap with data protection and freedom of information legislation.  NIGB also felt that it was very  
important to provide support to individuals both enabling them to take action themselves and also to 
intervene more directly, particularly in situations of trust, where the misuse of personal data can cause 
great distress. 
 
Finally, in responding to the NHS Information Centre consultation on National Adult Social Care Data 
Developments, NIGB highlighted the need for the Information Centre to follow the requirements of the 
Data Protection Act 1998, Human Rights Act and common law of confidentiality in all data collection 
and processing whether dealing with health or adult social care data.  Particularly, data collected by 
the Centre should be pseudonymised wherever possible, retained securely and not retained for longer 
than necessary. 
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Annexe 1: NIGB Terms of Reference 
 
1 Background 
 
The NIGB was established as a statutory advisory committee to the Secretary of State for Health in 
November 2008. 
 
The NIGB is an important part of the driver to deliver excellent standards in health and social care 
whilst maintaining the patient’s right to privacy. This requires a careful balancing of public interests 
both to facilitate the effective use of patient and service user information to support and improve care 
and to protect public trust in the delivery of a confidential service. The NIGB must always take this in to 
account when considering its guidance. It must consider the law, policy, standards, patient’s rights and 
the practical aspects of delivering health and social care. 
The role of the NIGB is set out in legislation. Whilst the legislation sets out the scope of the NIGB it is 
not necessarily useful to use the legal definitions in day to day work. This document seeks to recast the 
legal framework in everyday language by providing Terms of Reference. In all cases the actions of the 
NIGB must be governed at all times by the mandate given in legislation. 
 
The legislation refers to the Secretary of State throughout. In some cases this is enacted through the 
Departmental Sponsor on behalf of the Secretary of State. 
 

2 Mandate 
 
 
 
 
 
 
 

Overarching Objective: 
The overall purpose of the NIGB is to improve information governance practice in health and social 
care in England. 

Functions: 
The functions of the Board are defined in the following legislation: 

· Sections 250-252 of the NHS Act 2006 as amended by section 157 and section 158 of Health 
and Social Care Act 2008;  

· National Information Governance Board for Health and Social Care Regulations 2008;  

· The Health Service (Control of patient information) regulations 2002; 

· Section 25 of the Human Fertilisation and Embryology Act 2008; and 

· The Human Fertilisation and Embryology (Disclosure for Research Purposes) regulations 
2010. 
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The remit of the NIGB concerns the governance of information relating to the physical or mental health 
or condition of individuals. It includes information obtained or generated in the course of providing 
health services or exercising adult social service functions. We will do this through: 
 
A) The general functions of the Board, which are to :  

· Monitor the practice followed by those engaged in providing NHS and social care services in 
relation to the processing of this type of information;  

· Keep the Secretary of State and such bodies as the Secretary of State may designate by  
direction, informed about the practice being followed by all NHS and Social Care providers in 
relation to the processing of this information; 

· Publish guidance on the practice to be followed in relation to the processing of this  
information; 

· Advise the Secretary of State on particular matters relating to the processing of this  
information by any organisation or person; and 

· Advise organisations or persons on matters relating to the processing of this information as 
the Secretary of State designates by direction. 

These functions apply to NHS and Social Care organisations in England. 

 
B) Specific functions relating to Section 251 appro vals: 
The second set of functions relate to the advice provided to the Secretary of State regarding the Health 
Service (Control of patient information) regulations 2002. In particular, the NIGB provides advice in  
relation to Secretary of State approvals, under regulation 5 which enable the Secretary of State to set 
aside the common law duty of confidentiality, to enable the use of confidential patient information for 
medical purposes where anonymised information cannot be used and where consent is not  
practicable.  
 
In relation to new regulations to be made under Section 251, the functions of the NIGB are to: 

· Advise the Secretary of State by providing views on the proposed regulations; 

In relation to the established regulations - Health Service (Control of patient information) regulations 
2002, the NIGB does not have delegated authority from the Secretary of State. In practice, however, 
the NIGB, its Ethics and Confidentiality Committee (ECC) and the NIGB Office undertake the following 
functions in support of the Secretary of State: 

· Maintain the register of activities approved by the Secretary of State (under regulation 6); 
· Annually advise the Secretary of State whether, in NIGB’s view, the regulations remain  

appropriate and necessary; and 
· Advise the Secretary of State on whether the conditions of approval and restrictions and  

exemptions listed under regulation 7 are being complied with.  
 

The ECC advises the Secretary of State through its recommendations both for approval and if the 
NIGB and ECC were of the view that there was a need to vary or revoke the regulations. 
These functions apply to England and Wales. 
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C) Specific functions relation to Human Fertilisati on and Embryology data 
The third set of functions, relate to the arrangements for the regulation of human fertilisation and  
embryology related patient data for medical research in the UK. These functions derive from section 
33D of the Human Fertilisation and Embryology Act 1990 (as amended by section 25 of the Human 
Fertilisation and Embryology Act 2008) and are set out in the Human Fertilisation and Embryology 
(Disclosure for Research Purposes) Regulations 2010. 
 
Under regulation 5 of the above HFE regulations, the NIGB may provide advice and assistance to the 
HFEA in relation to the exercise of the HFEA’s functions under the regulations or other matters relating 
to the processing of information under these regulations as requested by the HFEA. Regulation 6  
permits the HFEA to authorise disclosure of HFE protected information for studies supported under the 
Health Service (Control of patient information) regulations. Thus enabling studies that require HFE  
protected information to be linked with other confidential patient information. 
 
The legal authority under these provisions currently rests with the Human Fertilisation and Embryology 
Authority (HFEA). The regulations made provision for the HFEA to delegate the application process for 
use of these powers for medical research to the NIGB. The NIGB’s role in relation to this work extends 
to Scotland and Northern Ireland as well as England and Wales and is undertaken on behalf of NIGB 
by the Ethics and Confidentiality Committee.  
 

3 Scope of Work of the NIGB 
 
Whilst the mandate sets out the overall responsibilities for the NIGB, at an operational level the Board 
has delegated some of its functions to its Ethics and Confidentiality Committee. This section therefore 
sets out functions that are the focus of the work of the Board itself and the next chapter the functions 
which have been delegated to the Ethics and Confidentiality Committee. The NIGB oversees the work 
of the Committee and the Ethics and Confidentiality Committee is accountable to the Board.  
 
The functions which are the particular focus of the work of the Board are the general functions, listed in 
the previous chapter, namely to improve information governance practice in health and social care  
organisations in England by: 

· Monitoring the practice followed by those engaged in providing NHS and social care services 
in relation to the processing of patient information (defined in legislation as information  
relating to the physical or mental health or condition of individuals, including information  
obtained or generated in the course of providing health services or exercising adult social 
service functions and hereafter referred to as patient and service user information);  

· Keeping the Secretary of State and such bodies as the Secretary of State may designate by 
direction, informed about the practice being followed by all NHS and Social Care providers in 
relation to the processing of patient and service user information; 

· Publishing guidance on the practice to be followed in relation to the processing of patient and 
service user information; 

· Advising the Secretary of State on particular matters relating to the processing of patient and 
service user information by any organisation or person; and 

· Advising organisations or persons on matters relating to the processing of patient and service 
user information as the Secretary of State designates by direction. 
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3.1 Objectives 
 
The key objectives which have been derived from these functions are to improve information  
governance practice within the NHS and adult social care. It will accomplish this by: 

· Monitoring and reporting to the Department of Health on information governance practice 
followed by all bodies using or holding NHS or Social Care information; 
 

· Publishing guidance to promote higher standards of information governance across health 
and social care. This will ensure that ethical, legal and policy issues are considered  
appropriately. The Department of Health, health and social care organisations must follow 
where possible guidance issued by NIGB; 
 

· Providing advice to the Department of Health on information governance practice. This  
includes providing the views of the board on any proposed statutory instrument concerning 
the disclosure of patient identifiable data; 
 

· Providing an annual report on its activities to the Secretary of State; 
 

· Publishing the NHS Care Record Guarantee for England and the Social Care Record  
Guarantee for England, including regular review and consultation; and 
 

· Oversight of and advising on the confidentiality management and access control frameworks 
implemented through the NHS National Programme for IT as previously requested by the DH 
Director General for Informatics. 

 
Information governance is defined by the Information Standards Board standard 1512 ‘Information 
Governance Framework’ as ‘the term used to describe the principles, processes, legal and ethical  
responsibilities for managing and handling information. It sets the requirements and standards that 
organisations need to achieve to ensure that information is handled legally, securely, efficiently and 
effectively’. 
 

4 Ethics and Confidentiality Committee 
 
4.1 Scope 
 
The NIGB has established the Ethics and Confidentiality Committee (ECC) to: 

· Advise the Secretary of State on whether to approve requests for the use of patient  
identifiable data for secondary purposes within England and Wales where criteria in the 
regulation are met (under regulation 5 of the Health Service Control of Patient  
Information regulations 2002);  
 

· Review annually the regulations made under section 251, in light of the applications  
received and the information provided annually (under Regulation 2 (5) and 3 (5) of the 
Health Service Control of Patient Information regulations 2002). and to advise the NIGB 
about whether to make any recommendations to the Secretary of State about any need 
to vary or revoke the regulations; 
 

· Advise the HFEA on applications to use the powers set out in Human Fertilisation and 
Embryology (Disclosure for Research Purposes) Regulations 2010; and 
 

· Advise on ethical issues relating to the processing of health or social care information as 
referred to it by the NIGB. 
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The NIGB retains accountability for the ECC. The NIGB shall approve an ECC terms of reference which 
follows the principles defined in this document. The ECC must act in all cases within its terms of  
reference and the boundaries set by law, Department of Health policy and NIGB guidance.  
 
The NIGB Director shall be responsible for the operational running of the ECC. The Chair of the ECC 
shall be accountable to the NIGB for advice given by the Committee. 
 
The ECC will make regular reports to the NIGB and contribute to the NIGB Annual Report to the  
Secretary of State. 
 

4.2 Objectives 
 
The key objectives are to: 
· Advise the Secretary of State on whether to approve requests for support under regulation 5 of the 

Health Service (Control of patient information) regulations 2002; 

· Advise the Secretary of State in support of his Annual Review of the Regulations; 

· Consider issues relating to compliance with conditions of approval and the restrictions and  
exemptions under regulation 7 in order to advise the Secretary of State; 

· Ensure that the process by which the Secretary of State provides approvals is supported  
effectively; 

· In consultation with members, review and amend the application process to streamline it; 

· Implement a database which will provide a record of  Committee opinion and advice to the  
Secretary of State and also function as the register of approvals; 

· Continue to develop the relationship with the HFEA to ensure that the integrated approvals process 
works effectively; 

· Work with the Department of Health in relation to the transfer of its advisory and administrative roles 
relating to approvals under regulation 5 relating to research to the new Research Regulator or other 
specified body (subject to Parliamentary approval of the Health and Social Care Bill); 

· Work with the Department of Health in relation to the transfer of its advisory and administrative roles 
relating to non-research activities needing support under section 251 (subject to Parliamentary  
approval of the Health and Social Care Bill); and 

· Report to the Board on key issues arising from the work of the Committee and contribute to the 
NIGB Annual Report. 
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5 NIGB Office 
 
 
 

 

 

The NIGB shall be supported by a secretariat provided by the Department of Health Informatics  
Directorate (DHID). The NIGB Office will: 
 

· Provide secretariat services to the board, committees and work groups; 
· Promulgate NIGB approved guidance to the NHS and adult social care services;  
· Follow a formal process of continuous service improvement to ensure value for money,  

efficiency and good customer service; 
· Administer and advise users about the approvals  under regulation 5 of the 2002 Regulations; 
· To assemble information to support NIGB ECC advising the Secretary of State on whether the 

conditions of approval and restrictions and exemptions listed under regulation 7 are being  
complied with;  

· Provide subject matter expertise in information governance within health and adult social care 
and develop web based resources to support this; 

· Respond efficiently and effectively to information governance enquiries relating to the role of 
NIGB and its sub-groups, to guidance published by NIGB, and to matters which the Secretary 
of State has directed the NIGB should advise on; and 

· Liaise effectively with all Stakeholders to ensure that issues are raised with the Board in a 
timely manner and all guidance is produced in consultation with appropriate bodies. 

 

The NIGB Office will be part of the DHID. Subject to resource constraints, it will have access to and draw 
upon DHID resources to accomplish the aims of the NIGB.  
 

6 Future of NIGB 
 
The Secretary of State has announced the abolition of the NIGB on 31 March 2013. The Health and  
Social Care Bill 2011 proposes that the Care Quality Commission (CQC) will retain responsibility for the 
following functions: 
 

· Monitor the practice followed by those engaged in providing NHS and social care services in 
relation to the processing of information relating to the health of an individual and other  
information obtained or generated in the course of providing health services or exercising social 
service functions. 

· Keep the NHS Commissioning Board and Monitor informed about the practice being followed 
by all NHS and social care providers in relation to the processing of this information. 

 
In the Bill it is proposed that the CQC will be required to improve information governance practice in a 
similar way to the role currently fulfilled by NIGB. They will also be required to establish a National  
Information Governance Committee to advise on this until 31 March 2015. 
 
The NIGB will plan for the transfer of its functions as documented, and as further clarification is provided 
by the Sponsor as the Bill progresses through Parliament. Once the Bill receives Royal Assent the NIGB 
and the NIGB Office will actively work to implement the proposals. 
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7 NIGB Membership 

7.1  Members 
· The NIGB shall consist of between 15 and 34 members, each appointed by the Secretary of 

State. There will be 12 publically appointed members and a number of representative members 
at the discretion of the Secretary of State. 

· Members may be disqualified from appointment to the NIGB if they have a criminal conviction 
within the last 5 years, bankruptcy restriction, has been dismissed (Dismissal following disciplinary 
procedures. It would not include redundancy other than in the case of representative members whose 
role is ex-officio for their organisation) from office or employment within the public sector or fails to 
attend meetings. If a member subsequently becomes disqualified they must notify the Sponsor 
in writing. 

· Where the Sponsor refuses an application, no further application shall be made for 2 years 
from the original application date. 

· The appointment to the NIGB shall specify the tenure. This shall not exceed 4 years. On expiry 
of the tenure the member will be eligible for reappointment however no member shall hold  
office for more than 6 years in total. 

· Any member of the Board may submit their resignation from the Board by giving notice in  
writing to the Sponsor (a designated person acting for and on behalf of the Secretary of State). 

· Where the Sponsor is of the opinion that it is not in the interests of, or conducive to the good 
management of, the NIGB that the member should continue to hold office, the Sponsor may 
immediately remove the member from office by giving him notice in writing to that effect. 

· If the member fails to attend three consecutive meetings of the Board, the Sponsor shall  
immediately remove the member from office unless satisfied that the absence was due to a 
reasonable cause and the member will be able to attend subsequent meetings. 

· The Sponsor may suspend a member from office in certain cases defined in Law. They shall 
notify the member in writing. The period of suspension shall not exceed 6 months and can be 
reviewed. 

7.2  Chair  
 
The Secretary of State shall appoint the Chair who will also be a member. They are governed by the 
same constraints as defined in the member section above with the exception that the period as Chair will 
not exceed 4 years. 

7.3  Deputy Chair  
· The NIGB may by a majority vote of members elect a member to be the Deputy Chair. 
· Where there is no member willing to act as Deputy Chair, the Sponsor may appoint a Deputy 

Chair who shall be a member of NIGB. 
· The Deputy Chair shall perform the duties of the Chair for any period in which the Chair is un-

able to discharge their duties. 
· They are governed by the same constraints as defined in the member section above with the 

exception that the period as Deputy Chair will not exceed 4 years. 
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7.4  Observers 
The Board may invite a person to attend a meeting of the Board as an observer. An observer shall not 
have a right to vote at a meeting of the Board. Observers will include: 

·  Information Commissioner’s Office; 
·  Information Standards Board for Health and Social Care; 
· Department for Education; and 
· Representatives of devolved administrations. 

 

8 Proceedings 
 

8.1 Meetings 
· The NIGB shall have at least four and no more than six formal meetings each year. 
· NIGB can establish committees or work groups that contain nominees who are not members of 

the board. The NIGB can choose to delegate its functions to a committee, member or to staff. 
· The proceedings of the formal meetings shall also be publicly available on the NIGB website. 

Draft minutes shall be published within 3 weeks after the meeting. 
· The NIGB shall follow the principles of openness and transparency in its proceedings. In  

general information will be proactively published on the NIGB website. 
 

8.2 Voting 
· The quorum of the NIGB shall be at least half the membership of the Board. 
· Members and observers shall declare any conflicts of interest when discussing an agenda item. 
· Where members hold differing views on any matter which falls for decision, a majority vote shall 

be taken. 
· Where there is no majority, the Chair shall have the casting vote. 
· Where a vote is taken, the minutes of the meeting shall record the number of votes in favour 

and the numbers of votes against the decision. 
 

8.3  Ethics and Confidentiality Committee  
The ECC will follow the principles established for proceedings of the NIGB in all respects except for the 
following: 

· The ECC will have 16 members. 
· The ECC will be in quorum with 9 members including the Chair or Deputy Chair, or person  

designated Chair. 
· The ECC currently meets bi-monthly, but will meet as necessary to deliver its functions. 
· A Deputy Chair will be nominated and if necessary elected by the ECC. 
· If the Chair is unavailable for a meeting then the Deputy Chair will act as Chair, or should both 

be absent, the Chair will ask one of the members to act as Chair or, if necessary, the members  
present will agree on a member to act as Chair for that meeting. 

· Failure to attend three or more consecutive meetings without reasonable explanation may re-
sult in the removal of a member from the Committee by the NIGB. 
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Annexe 2: ECC Terms of Reference 
 

The Ethics and Confidentiality Committee (ECC) is accountable to the National Information Governance 
Board for Health and Social Care (NIGB) and has delegated powers from the NIGB to: 
 
Undertake the responsibilities of the National Information Governance Board for Health and Social Care 
under section 251 of the NHS Act 2006 and section 33 D of the Human Fertilisation and  
Embryology Act 2008. These are to advise the Secretary of State on use of powers provided by section 
251 of the NHS Act 2006, and the Human Fertilisation and Embryology Authority in relation to section 
33D of the HFE Act 2008 and in particular on: 

· Applications and proposals for use of these powers; 
 

· Draft regulations made under section 251 of the Act; 
 

· Proposals to vary or revoke such regulations following the Secretary of State's required annual 
review of existing provisions;  
 

· Inform the NIGB of the decisions it has taken; 
 

· Consider and advise on ethical issues referred to it by the NIGB and relating to the processing 
of health or social care information; and 
 

· Bring to the attention of the NIGB any ethical issues which the ECC considers requires the 
Board's attention and which arise from the exercise of its functions under relevant Acts or  
otherwise. 

 
The powers under section 251 of the NHS Act 2006 relate to health information in England and Wales.  
Powers under section 33 D of the Human Fertilization and Embryology Act 2008 relate to all four UK  
nations. The ECC will make regular reports to the NIGB and contribute to the NIGB Annual Report. 
 

· The ECC will have 16 members. 
 

· The ECC will be a quorum with 9 members including the Chair or Deputy Chair, or person  
designated Chair. 
 

· The ECC currently meets bi-monthly, but will meet as necessary to deliver its functions. 
 

· A Deputy Chair will be elected by the ECC. 
 

· If the Chair is unavailable for a meeting then the Deputy Chair will act as Chair, or should the  
Deputy Chair be absent also the Chair will ask one of the members to act as Chair or, if  
necessary, the members present will agree one of their number to act as Chair for that meeting. 
 

· Failure to attend three or more consecutive meetings without reasonable explanation may result 
in the removal of a member from the Committee by the NIGB. 
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Annexe 3: NIGB Members  
 Chair 

 
 
 
 
 
 
 
 
 
 
 
Deputy Chair 

Public Members   

Fiona Caldicott (Chair from 1 June 2011) 
Dame Fiona Caldicott, DBE, FRCPsych, FRCP, FRCGP, FMedSci, is a psychiatrist 
and psychotherapist and Chairman of the Oxford Radcliffe Hospitals NHS Trust. 
She is an external member of the Council of the University of Warwick.  She was 
Principal of Somerville College, Oxford until 2010 and also Pro Vice-Chancellor, 
Personnel and Equal Opportunities, of the University of Oxford.  She is a past 
President of the British Association for Counselling and Psychotherapy and was 
also President of the Royal College of Psychiatrists 1993–96.  Dame Fiona chaired 
the original working group on the confidentiality of non-clinical patient data in 1996 
which led to the publication of the Caldicott Report in 1997. 

Della Cannings 
Della M Cannings QPM FRSA BSc MIoD is the Chairman of the Yorkshire  
Ambulance Service. Della was born in Exeter, Devon and is a graduate in  
Mathematical Studies from the University of Bath. Ms Cannings was Chief  
Constable of North Yorkshire Police 2002 – 2007. She currently undertakes  
consultancy work and is a trained assessor, and is also a keen gardener,  
traveller and photographer.   

Edward Briffa 
Edward Briffa is Head of Learning at BMJ Publishing and has a background in 
online medical education, online broadcasting and TV production.   

Rodney Brooke  
Sir Rodney Brooke CBE DL is Chair of the Quality Assurance Agency for Higher 
Education and a former member of the General Medical Council. He was Chair of 
the General Social Care Council until October 2008. Rodney is a solicitor, a trustee 
of the Dolphin Square Charitable Foundation, the RNID, the Internet Watch  
Foundation and the Tavistock Institute. He has been Chief Executive of West  
Yorkshire County and Westminster City Councils and the Association of  
Metropolitan Authorities and Chair of the Bradford Health Authority. 

Harry Cayton (Chair until 31 May 2011) 
Harry Cayton OBE was appointed chair of the statutory NIGB by the Appointments 
Commission in 2008. He has been chief executive of the Council for Healthcare 
Regulatory Excellence (CHRE) since August 2007. He was formerly National  
Director for Patients and the Public at the Department of Health. From 1992 to 
2003 he was chief executive of the Alzheimer's Society and from 1981-1992  
Director of the National Deaf Children's Society. Harry was chair of the Care  
Record Development Board from 2004 until it closed in summer 2007 and also 
chaired a Ministerial Taskforce on the Summary Care Record in 2006. Harry is an 
advisor to both Macmillan Cancer Support and The Health Foundation and is a 
trustee of both Comic Relief and the Friends of Alzheimer's Disease International. 
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Penny Hill 
Penny Hill is currently on secondment with the National Information Centre for Health 
and Social Care, supporting the work of the Outcomes and Information Development 
Board. Her current work is focusing on a review of nationally collected social care 
data, contributing to the development of information standards for social care.  She 
was involved in the recent revision of social care record guidance, and has supported 
the co-ordination of information developments across a range of policy initiatives, such 
as personalisation, common assessment, and closer integration with health. Her  
previous post was that of Information Strategy Manager for Social Care in Warwick-
shire. She has a wealth of experience in Information Governance and Information 
Management for Social Care, and has a particular interest in Information Sharing. 

Andrew Harris 
Dr Andrew Harris began his NHS career as a paediatrician, and has had a wide range 
of NHS appointments including being a GP, medical director, Director of Clinical  
Governance, and Consultant in Public Health.  Andrew was admitted as a barrister 
and more recently transferred to practice as a consulting solicitor with an interest in 
health law, on which he writes. He runs his own consultancy business, specialising in 
NHS governance, mediation and legal research. Andrew is also currently Coroner for 
London Inner South. Andrew is the Chair of the Ethics and Confidentiality Committee. 

Nadeem Khan 
Nadeem Khan has a background in university and NHS management. He is a trustee 
for a learning disabilities charity and has worked in primary and acute care settings, as 
a consultant with the National Screening Committee (NSC) and in academia. Nadeem 
has led collaborative projects with neuropathology centres as part of Brain Net Europe 
and lectured in neurosciences at London University with research interests in adult-
onset dementias.   

Hilary Newiss 
Hilary Newiss qualified as a solicitor and was a Partner in Denton Hall until 1999  
specialising in intellectual property, including confidential information and data  
protection. She is a former member of the Human Genetics Commission, the Royal 
Society Working Party Report on Intellectual Property ("Open Science"), the  
Intellectual Property Advisory Committee and the Ethics and Governance Council of 
Biobank UK. She is currently a Trustee of the Roslin Foundation, a member of the  
Advisory panel on Public Sector Information, Deputy Chair of the Appeals Committee 
of the Human Fertilisation and Embryology Authority, a member of the Animal  
Procedures Committee and a Director of the Francis Crick Institute. 

Sylvia Rothschild 
Rabbi Sylvia Rothschild took a degree in psychology at Manchester University and 
worked for a mental health charity in a therapeutic community, and for a London  
Borough in adult psychiatric care. She was ordained as a Rabbi in 1987 by the Leo 
Baeck College and has worked as a community Rabbi ever since. Rabbi Rothschild 
has continued her interest in medical and community ethics, sitting on a Research  
Ethics Committee and a local standards committee. She was Chair of the Assembly of 
Rabbis, and has edited and contributed to books and periodicals on subjects ranging 
from theology to prayer to ethical matters. 

Wayne Cleghorn 
Wayne Cleghorn, L.LM, is a Solicitor and the Data Protection Officer for South 
Gloucestershire Council. He specialises in data protection, privacy, information law, 
information technology law and aspects of intellectual property law. He also has a  
professional interest in corporate governance, public law and human rights. His  
experience includes public and private sector legal services. He is a member of the 
British Computer Society.   
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Michael Wilks 
Dr Michael Wilks is a forensic physician working in London. He worked as a GP in  
London between 1977 and 1992. He chaired the BMA's Medical Ethics Committee from 
1997 to 2006, and its Representative Body from 2004 to 2007. He is the immediate 
Past President of the Standing Committee of European Doctors (CPME). He is Chair-
man of the Trustees of the Rehabilitation of Addicted Prisoners Trust (RAPt), a leading 
provider of addiction treatment in UK prisons, of BMA Charities, and of the Sick Doctors 
Trust. 

Representative Members  

Allied Health Professions Federation - Gareth Beatt y 
Gareth Beatty qualified as a Podiatrist in 1984 and has worked for the NHS ever since, 
in a range of posts from domestic porter and nursing auxiliary to his current role as the 
Clinical Governance facilitator at NHS Richmond. His first professional post was at 
Guy's Hospital before moving to NHS Richmond. He has been the accredited staff side 
representative for the Society of Chiropodists & Podiatrists, and is the chair for the  
Partnership Forum for Industrial Relations at NHS Richmond. 

NHS Confederation - Frances Blunden  
Frances Blunden is senior policy manager at the NHS Confederation, leading work on 
informatics (including the National Programme for IT and information governance), 
regulation, and patient and public engagement. The NHS Confederation is the only  
independent membership body for the full range of organisations that make up today's 
NHS, representing over 95 per cent of NHS organisations and a number of independent 
healthcare providers. Frances has a background in policy and research in health and 
related areas, and was previously principal policy adviser on health issues at Which?. 
Prior to joining Which? she was Director of the Prevention of Professional Abuse  
Network (POPAN). 

British Medical Association - Tony Calland  
Dr Tony Calland is a retired general practitioner who worked on the Welsh border for 
34 years. He has been a non executive director of Gwent Health Authority and also 
Chairman of three major BMA committees including currently the Medical Ethics  
committee. He was part of the BMA GP team which negotiated the new GP contract in 
2003. He has an interest in information governance and is involved in these matters in 
England and in Wales. 

Local Government Association - Andrew Cozens  
Andrew Cozens CBE is Strategic Adviser for the Local Government Group. In this role 
he advises central and local government and partner agencies in relation to children's 
services, adult social care, public health and local government's relationship with the 
NHS. Before joining the former Improvement and Development Agency for local  
government in 2006, he spent ten years as director of social services in Gloucester-
shire and Leicester City. He also was Deputy Chief Executive for Leicester City  
Council from 2001-5. He was President of the Association of Directors of Social  
Services (ADSS) in 2003/4. 

New and Departing Public Members 
Harry Cayton resigned with effect from 31 May 2011.  Nadeem Khan resigned in  
September 2011 and Della Cannings in October 2011.  Edward Briffa’s and Wayne 
Cleghorn’s terms of office ended in September 2011.  Neil Churchill, Julie Goulding and 
Neil Serougi have been appointed new Public Members with effect from 1 October 2011.  
Biography details for the new Members are not yet available at the time of writing but will 
be published on the NIGB website at http://www.nigb.nhs.uk/nigb/members when ready. 
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Association of Directors of Adult Social Services –  Terry Dafter 
Terry is currently Director of Adult Social Care in Stockport a post he has held for 
around 18 months. Previously he held a number of senior positions in Stockport and 
Bury councils. He started his career as a social worker in Manchester and eventually 
specialised in mental health services. He is the North West lead for mental health and 
autism and is also a member of ADASS IMG with a specific interest in the use of  
technology to support personalisation. Originally from the West Country he now lives in 
Manchester with his wife and three children. 

Academy of Medical Royal Colleges - Iona Heath  
Iona Heath worked as an inner city general practitioner at the Caversham Group  
Practice in Kentish Town in London from 1975 until 2010. She has been a nationally 
elected member of the Council of the Royal College of General Practitioners since 
1989 and chaired the College’s Committee on Medical Ethics from 1998 to 2004 and 
the International Committee from 2006 to 2009. She is currently President of the Royal 
College of General Practitioners having been elected for a three year term from 
November 2009. She has been a member of the WONCA (the world organisation of 
family doctors) world executive since 2007  

UK Council of Caldicott Guardians - Stephen Hinde  
Stephen Hinde is the Head of Information Governance and the Group Caldicott  
Guardian for the Bupa Group and is a member of the Board's Information Governance 
Executive Committee. Stephen is the past Chairman of the UK Council of Caldicott 
Guardians, and of the Data Protection Panel of the Association of British Insurers, 
Chairman of the Confidentiality Working Group of the Independent Healthcare  
Advisory Services, Chairman of the Private Medical Insurance Companies  
Confidentiality Forum and a member of the Wales Information Governance Board. 
Stephen also represents the Independent Sector on the NHS Scotland Information 
Governance Network. 

Independent Healthcare Advisory Services - Sally Ta ber  
Sally Taber has worked in the independent sector for 20 years. She has been the  
Director of Nursing at the Independent London Bridge Hospital, and an advisor to the 
Royal College of Nursing. She originally qualified as a Registered General Nurse in 
London and is also a qualified midwife. After a period working abroad, she specialised 
in renal nursing and pioneered the role of transplant co-ordinator in the renal field. She 
became the Secretary of the European Dialysis and Transplant Nurses Association 
and is currently the Director of Independent Healthcare Advisory Services Ltd (IHAS). 

Academy of Medical Sciences - Paul Elliott  
Paul Elliott is an experienced clinical epidemiologist who specialises in environmental, 
cardiovascular and molecular epidemiology investigating environmental and genetic 
risk factors in relation to human health. He is Professor of Epidemiology and Public 
Health Medicine at Imperial College London and directs the MRC-HPA Centre for  
Environment and Health. He is also a Consultant in public health medicine for Imperial 
College Healthcare NHS Trust and a Fellow of the Academy of Medical Sciences. He 
has advised a number of governmental agencies in recent years including the OSCHR 
E-Health Board, the Defra Science Advisory Board and the HPA Sub Committee on 
Radiation, Chemical and Environmental Hazards.  Prior to Paul’s appointment,  
Professor Carol Dezateux was the Academy of Medical Sciences representative to the 
NIGB until 30 June 2011; Professor Dezateux also served as an ECC Member until 28 
March 2011. 
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Corresponding Advisors 

 
 

Medical Protection Society - Nick Clements  
Dr Nick Clements has worked in the NHS for 10 years, first as a GP and then as a 
full time medical adviser to the Benefits Agency. Nick joined the Medical Protection 
Society as a Medicolegal Adviser in 1996, providing medicolegal advice and  
representation to the doctors from the Leeds office of MPS. He completed an LLB in 
1998 and was granted Fellowship of the Faculty of Forensic and Legal Medicine of 
the Royal College of Physicians in 2008. Nick currently works as the Head of  
Medical Services. 

General Medical Council - Jane O'Brien  
Jane joined the GMC in 1990, becoming head of the Standards & Ethics team in 
1995, and Assistant Director in the Standards & Fitness to Practise Directorate in 
2006. Jane is responsible for the development of GMC policy and guidance on  
standards of professional conduct and medical ethics and she has worked on a  
number of publications for the GMC. Other key areas of focus include professional 
standards on consent, confidentiality and withholding and withdrawing life prolonging 
treatment. 

Ministry of Defence - Surgeon Rear Admiral Lionel J arvis QHS  
Surgeon Rear Admiral Lionel Jarvis QHS is Assistant Chief of the Defence Staff 
(Health). He qualified in Medicine in 1977, thereafter joining the Royal Navy. He 
trained as a Radiologist, was accredited Consultant in 1990, appointed to RNH 
Haslar and promoted to Surgeon Commander. He was appointed Defence  
Consultant Adviser in Radiology 1995–2002 and was promoted to Surgeon Captain 
in 1999. He also served as an Executive Director of Portsmouth Hospitals NHS 
Trust. He was promoted to Surgeon Commodore in 2005, and was Director of  
Medical Policy in the Defence Medical Service Department in MOD. He was  
appointed Honorary Surgeon to Her Majesty the Queen in 2006. 

Royal College of Midwives - Jeanne Tarrant  
Jeanne qualified as a nurse in 1990 and as a midwife in 1993. Jeanne worked at 
University College London Hospitals where she was talent spotted by the Royal  
College of Midwives. She was seconded to the RCM in 2001 as a part time trade 
union officer/professional advisor while still working at UCLH. In early 2008, Jeanne 
joined the RCM full time as a team manager for the North of England. 

Strategic Health Authority Chief Information Office rs Council - Tad 
Matus 
Tad Matus is the Chief Information Officer for NHS South East Coast. In this role he 
is one of the 10 SHA CIOs that cover the NHS in England, and is responsible for 
technology based innovation and the National Programme for IT across Kent,  
Surrey and Sussex. From a background in organisational psychology his career has 
centred on clinical and management decision making in the NHS, from research, 
consultancy and then direct management perspectives. 

Royal College of Nursing - Alison Wallis  
Alison Wallis was a District Nurse in Scotland for over 20 years before moving into 
eHealth. She has a masters degree in health informatics and was employed as nurse 
adviser on clinical system deployments and for 5 years as clinical adviser within the 
Information Services Division of NHS Scotland. During this time she was a member of 
the RCN Information in Nursing Forum and served on the Steering Committee, latterly 
as chair. Alison joined the RCN staff in 2010 as eHealth Adviser. 
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Annexe 4: ECC Members 
 
Members of the Ethics and Confidentiality Committee  
 
Dr Andrew Harris (ECC Chair) , Dr Tony Calland  and Stephen Hinde  are members of both the NIGB 
and the ECC and their biographies can be found in the previous section. The other members of the ECC 
are: 
 

 

Pauline Brown  
Mrs Pauline Brown is a senior member of Ashton, Leigh and Wigan PCT's Information 
Governance team. She is an advocate for the rights of individuals particularly to ensure 
the fair and lawful use of information. She has a longstanding interest in information law 
and human rights and is an active member of a number of local Information  
Governance and Freedom of Information Networks. 

Michael Catchpole 
Professor Michael Catchpole is a Consultant in Public Health Medicine and Head of the 
National Infectious Disease Surveillance Centre of the Health Protection Agency. He is 
a member of the Advisory Forum of the European Centre for Disease Prevention and 
Control and chairs the Faculty of Public Health’s Information and Intelligence  
Committee. He has an extensive record of managing national surveillance systems for 
infectious disease and of research in the areas of sexually transmitted infections, HIV 
and emerging response. 

Patrick Coyle   
Dr Patrick Coyle is retired from the Clinical Governance Support and Development Unit 
of the Welsh Assembly Government and was formerly Medical Director of the Glan-y-
Mor NHS Trust and Bro Morgannwg NHS Trust and Consultant Surgeon at Neath  
General Hospital. Patrick was Chair of the Security and Confidentiality Advisory Group 
before it became the DMsG in April 08. He is now a member of the Database Access 
Advisory Group (DAAG) at the Information Centre, the functions of DMsG now having 
been taken over by that group. He is a member of the Welsh Information Governance 
Board and chairs the Welsh Privacy Advisory Committee. 

Tricia Cresswell  
Dr Tricia Cresswell is a Consultant in Public Health Medicine, currently working for the 
Health Protection Agency and as Deputy Medical Director for the North East Strategic 
Health Authority. Previously she was Director of Public Health for County Durham PCT 
and Darlington PCT, and prior to that Associate Director of the North East Public Health 
Observatory, Director of Public Health in Newcastle and North Tyneside and a General 
Practitioner. She has managed and developed regional databases in relation to  
maternal and infant health. 

Fiona Douglas 
Dr Fiona Douglas is a Consultant in Clinical Genetics at the Institute of Human Genetics 
in Newcastle. She is co-author of the 1st edition of the guidance document for the Joint 
Committee on Genetics about consent and confidentiality in clinical genetics. She is a 
member of the Northern and Yorkshire Research Ethics Committee.  She is also a  
member of the Newcastle Upon Tyne Hospitals NHS Trust Clinical Ethics Advisory 
Group. 

Denis Pereira Gray (ECC Deputy Chair) 
Professor Sir Denis Pereira Gray worked for 38 years in NHS general practice. He was 
Director of the Postgraduate Medical School of the University of Exeter for 10 years and 
is a former Chairman of the Academy of Medical Royal Colleges. He has also chaired 
the Nuffield Trust. He is currently Patron of the National Association for Patient 
Participation and President of the children's charity What About the Children? 
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Michael Hake 
Mr Michael Hake is Director of Counterpoint Consulting Ltd. He is also a Lay Member of 
the Information Tribunal and an Independent Chair of a Safeguarding Adults Partnership 
in London.  Between 1991 and 2005 he was a Director of Social Services and prior to 
retirement had the corporate lead on information governance. He was a  
Commissioner with the Healthcare Commission between 2004 and 2009 and prior to 
that with the National Care Standards Commission between 2001 and 2004. 

Susan Parroy 
Susan Parroy is a state registered physiotherapist and has worked as an independent 
project manager and researcher for 20 years. Sue has recently been working on self  
referral for patients and she was part of the team behind the DH self referral pilots of 
physiotherapy. Sue has been a local governor of a NHS trust, a member of a Medical 
Research Ethics Committee and is currently working on projects in the South West and 
Scotland.   

Stephanie Ellis 
Ms Stephanie Ellis is currently Chair of Camden and Islington Community NHS Local 
Research Ethics Committee and a Special Adviser to Patient Concern ( a network of 
health campaigners) working in the areas of patient representation, ethics of consent and 
information provision. 

Colin Harper 
Dr Colin Harper is currently Manager of the Centre on Human Rights for People with 
Disabilities, Disability Action, Belfast. He was a Lecturer in Political Philosophy and  
Ethics before becoming a Research Fellow in Ethics, Human Rights and Mental 
Health at Queens University, Belfast. He has experience in law, ethics, public and  
patient engagement and mental health both in Northern Ireland and in the context of the 
EuroSOCAP project. He has experience of Research Ethics Committee work and has 
acted as a Consultant to the Northern Ireland Privacy Advisory Committee. 

Julia Hippisley-Cox 
Professor Julia Hippisley-Cox is currently Professor of Epidemiology and General  
Practice at the University of Nottingham. After graduating in Medicine at the University of 
Sheffield she trained in general practice medicine and obtained a Doctor of Medicine 
degree from the University of Nottingham and became a Member of the Royal College 
of Physicians and a Fellow of the Royal College of General Practitioners. In addition to 
an extensive career in research utilising NHS data sets (Q Research/Q Surveillance) 
with a large portfolio of publications she has retained her role as a Sessional General 
Practitioner. She is director of ClinRisk Ltd.  

Jane Kaye 
Dr Jane Kaye is currently Director of the Centre for Health, Law and Emerging  
Technologies (HeLEX) at the University of Oxford. Following legal training at the  
University of Melbourne and the Australian National University, she undertook  
postgraduate research at Oxford on the privacy and governance issues arising from the 
establishment of biobanks. She participates in a number of international projects aimed 
at developing policy, best practice and governance frameworks to facilitate international 
data sharing.  
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Terence Wiseman 
Mr Terence Wiseman is a retired accountant and company director. He has recently  
retired as a member of Trent NHS Research Ethics Committee, is an Ethicist Member of 
the CJD Incidents Panel and sits on a number of local committees for NHS Lincolnshire 
and United Lincolnshire Hospitals Trust . He has been Chairman of Lincolnshire  
Research Ethics Committee, Vice-Chairman of Lincolnshire Community Health Council 
and a member of a number of national, regional and local health-related committees. 
Terence frequently lectures current and potential researchers on the research ethics  
system.  

Mark Taylor 
Dr Mark Taylor is a Lecturer in the School of Law and Deputy Director of the Sheffield  
Institute of Biotechnology, Law and Ethics (SIBLE) at the University of Sheffield. He 
gained his PhD in 2004 for research into the legal and ethical issues raised by the  
acquisition and use of genetic information within the contractual context. A Fellow of the 
Salzburg Seminar (session 392) on ‘Biotechnology: Ethical, Legal and Social Issues’ he 
was joint Principal Investigator on an EU FP6 funded project considering privacy and  
research using genetic data. 

Departing ECC Members 
Susan Parroy resigned in August 2011.  Sir Denis Pereira Gray, Patrick Coyle, Stephanie 
Ellis and Michael Hake have all resigned with effect from 31 December 2011.   
Recruitment is ongoing at the time of writing to appoint new ECC Members. 
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Annexe 5: Summary of Applications considered by 
the Ethics and Confidentiality Committee, 
October 2010 - October 2011  
 



 40 



 41 



 42 



 43 



 44 



 45 



 46 


