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Introduction:

The development, implementation and management of a System Level Security Policy (SLSP) will help to demonstrate understanding of information governance risks and commitment to address the security and confidentiality needs of a particular system. 
An effective SLSP will therefore contain a considered and specific view of the range of security policy and management issues relevant to a system and that may encompass a range of technical, operational and procedural security topics.
In the context of this document “System” relates to the complete data handling solution (electronic or otherwise) of patient identifiable / sensitive data

Current encryption guidance for NHS organisations can be found at https://www.igt.connectingforhealth.nhs.uk/whatsnew.aspx?tk=401326148792982&cb=14%3a46%3a41&lnv=2&clnav=YES (Select: "Encryption Guidance 31.1.2008.doc"), and we would expect any electronic solution for the handling of patient identifiable / sensitive data to comply with this guidance as a minimum.

Where the system is available to multiple organisations, the SLSP must establish the necessary common policy, security parameters and operational framework for that system’s expected operation including any functional limitations or data constraints applicable to one or more bodies. 

The SLSP is a core component of an accreditation documentation set for those organisations that undertake formal accreditation processes for their information assets.

------------------------------------------

The following series of topics are relevant for any system level security policy and are intended to help guide responsible staff through their considerations for the development of their system level security documentation. This list is not exclusive of all possibilities and it is the responsibility of each organisation to identify and consider their security management needs on a case by case basis. This is best achieved through a formal process of risk assessment and mitigation.
------------------------------------

System Details 
1. The System shall be known as ……….

2. The System’s responsible owner shall be ……….

3. The System’s Caldicott Guardian or Data Controller shall be …….
System Security 

4. Security of the system shall be governed by the corporate security policy of … 
(Note - reference the lead organisation including identity of the relevant document).
5. The System’s responsible security manager shall be ……..
(Note - lead individual responsible for accrediting the system’s security implementation) 
6. The security manager duties shall include………
(Note - list expected responsibilities – remember also relevant issues of security sign-off / accreditation and staff security awareness and training)

7. The System shall incorporate the following security countermeasures….

· Physical security measures (E.g. secure room, cabinet, etc)
· Logical measures for access control and privilege management

· Network security measures (E.g. firewalls, network segregation, etc)
· Other (including authentication or certification arrangements, security testing, and audit)

(Note - list according to their nature i.e. technical, operational, procedural and include reference to standards used where these are known. 

In addition - NHS organisations are required to comply with the range of best security management practices as set out in the BS7799 / ISO 27002
System Management
8. The System shall be developed / provided by ……..
(Note - if the system is developed or provided under commercial contract, then the relevant contract schedules that bind the contractor to the lead organisation’s corporate security policy and to this system level security policy should be referenced)
9. The System shall be implemented by …….. , maintained by …….. 
(Note - under what arrangements? Include responsibility for relevant aspects of security configurations. Also, identify the conditions applicable for the repair / replacement / disposal of equipment or media that may contain patient identifiable data)

10. The System shall be shared or used by the following organisations……

(Note - record all participating bodies (NHS or otherwise) and their purposes)

System Design 

11. The System shall comprise 
………

If the system is paper based, please describe the elements of the system, and paste a flowchart at end of the SLSP.

For electronic based systems please: -

i
Describe the system and paste a simple diagram at the end of the SLSP, showing the local network that will house the system. This diagram should show the device(s) (E.g. file server) where the data will reside, links to any wider network clouds (E.g. site LAN, Internet and / or any other external networks), and any relevant firewalls / gateway control devices.
ii
Describe the means by which unauthorised access to the system and its data will be prevented.
Operational Processes
12. The patient identifiable / sensitive data will be collected …… 
E.g. by on-line means, paperwork through the post, data on CD, etc. Security arrangements need to be indicated. E.g. encryption standards for on-line / CD, follow-up arrangements (to identify lost post) for posted paperwork.
13. The data will be stored …… 

i
In what format (paper or electronic), where will it be stored and under what security controls?
ii
Any anonymisation process for patient identifiable / sensitive data will need to be described.
iii
How (and under what security controls) will patient identifiable / sensitive data be loaded onto any file server / storage device
iv
Encryption standards to be employed for stored data. (Note - any device not in a secure area that will cache or store patient identifiable / sensitive data needs to do so on an encrypted drive, or within an encrypted container. Backup copies of patient identifiable / sensitive data also need to be encrypted).
v
Note - for added risk protection applicants are encouraged to encrypt patient identifiable / sensitive data stored on devices located in secure areas. Although not a NHS requirement, it may be prudent that such a step is taken should it be perceived a possibility of equipment loss or other attack.
14. The data will be processed ……….
For paper based systems please describe the data handling process (referencing any flowchart at the end of the SLSP)
For electronic based systems please: -

i
List the user devices (desktop, laptop, PDA, etc) that will access and process the data.

ii
State whether any of these devices will cache or store any of the data. If so, indicate the encryption standards to be employed. (Note - any device not in a secure area that will cache or store patient identifiable / sensitive data needs to do so on an encrypted drive, or within an encrypted container).
iii
State whether remote access (over the Internet or otherwise) will be employed to access the data. 
iv
Describe measures in place to prevent the interception of transmitted data (E.g. standalone network, encrypted path, etc).

v
Include any policy to prevent (or at the very least severely restrict) the copying of patient identifiable / sensitive data to removable media.

vi
If applicable, include any policy to prevent the printing of patient identifiable / sensitive data.

15. The System’s authorised users shall be ……. 
(Note - Where the system is shared across multiple legal entities it is essential to identify how this security policy will apply to all parties and how its effect will be measurable)
16. When the system or its data has completed its purpose / has become redundant or is no longer needed, the following methods will be adopted to dispose of equipment, back-up media or other stored data ………………..

(Note - that operating system provided utilities such as ‘erase’ may not destroy unwanted data – it is therefore desirable to employ a commercial strength data shredder or equivalent to prevent unauthorised disclosure of sensitive data) 

System Audit
17. The System shall benefit from the following internal / external audit arrangements
(Please list all arrangements)

18. The System shall be risk assessed every ….... months 
18.1 - By applying the ………………… risk assessment method. 

18.2 - A risk management / security improvement plan shall be established to address all unacceptable risks. 

Note - 
i    Remember to take account of cross-boundary risk / dependency issues where the system is part of a larger service or multiple organisation arrangement
ii   Applicants are recommended to risk assess their system & process(es) at least every 12 months, using a recognised risk assessment method. A summary of this review should be forwarded to NIGB - ECC / DMsG. 
iii    It is incumbent on the applicant to notify NIGB - ECC / DMsG of any proposed material change to the agreed SLSP, so that any additional security review can be carried out.
System Protection
19. The System shall benefit from the following resilience / contingency / disaster recovery arrangements……..
(Note - identify any separate plans and status)
20. In the event of serious disruption or total system failure, business continuity shall be provided by the following means ………

21. In the event of a security or confidentiality breach occurring the following procedure shall be followed ……..
System Level Security Policy Ownership
22. This SLSP shall be the responsibility of …….. 
22.1 - Shall be reviewed on an annual/…… basis for its completeness and for relevant update. 
(Note – it would be helpful to explain relationship to the organisation’s corporate or other security policies?)
23. The SLSP shall be available / distributed to ……… 
- Through which secure means …….
Data Protection Registration
24. Please confirm that your organisation has Data Protection Registration to cover the purposes of analysis and for the classes of data requested. (Note - Please provide a copy of your Data Protection Registration.)
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